Abstract-This paper proposes an integration architecture that combines conventional wireless sensor nodes, sensor-tags, hybrid sensor nodes and a base station into a smart network named Hybrid RFID-Sensor Network (HRSN). The HRSN as built presents an energy imbalance problem among nodes. This is due to the hybrid nodes sensing energy consumption, which constitutes a large part of the network's residual energy. To implement the HRSN efficiently, a routing protocol that distributes the energy dissipation evenly among all nodes is proposed. The proposed routing protocol is a centralized cluster based protocol that assigns nodes different roles in the network based on their sensing energy properties. The algorithm achieves further energy reduction by letting the base station handle the key tasks, such as cluster formation and assignment of time. Simulation results demonstrate that the proposed routing protocol achieves higher energy efficiency than Low Energy Adaptive Clustering Hierarchy (LEACH) and LEACH-Centralized (LEACH-C). The algorithm also significantly prolongs the life span of the nodes with high-energy consumption.
I. INTRODUCTION
The ever-growing need for smarter ubiquitous computer devices that can provide more intelligent services to meet daily life needs has encouraged the emergence of a new generation of smart networks that integrates the technology of Radio Frequency Identification (RFID) systems with Wireless Sensor Networks (WSNs) [1] . An RFID system consists of one or more RFID readers, RFID tags and a host. The reader uses radio waves to retrieve information such as identification (ID) number or product type stored on the tags. An RFID system facilitates detection and identification of objects that are not easily detectable or distinguishable. However, the system does not provide information about the physical condition of the objects being detected. A WSN, on the other hand, consists of sensor nodes that organize themselves in an ad-hoc fashion, co-operatively providing information about a physical condition of an object and its environment. In both systems, sensor nodes or RFID readers detect certain events and forward the corresponding information to a central server.
WSNs offer a number of advantages over traditional RFID implementations such as sensing capabilities, multi-hop communication and programmable sensor nodes. RFID systems also offer a number of advantages over WSNs, such as ease of tracking of objects that otherwise are difficult to sense. In addition there is a cost reduction since tags are much cheaper than sensor nodes. Therefore, both technologies complement each other adding value to the services they already provide [2] .
Despite the great advantages that the integration of RFIDs with WSNs presents, the resulting network involves some energy challenges. In [3] for example, a two-tiered RFID sensor network where readers collect data from tags and forward it to the base station is proposed. The authors identified energy imbalance in the network caused by an increase in the amount of traffic as the distance to the base station gets shorter. Consequently, readers closer to the base station die quicker. To solve the problem, they propose a scheme that balances load among readers by adding more readers in areas near the base station. The results obtained from the simulation show that the network lifetime increases as the number of readers close to the base station increases. The solution is very expensive considering the current cost of RFID readers. Furthermore, an increase in the number of reader nodes may lead to an increase in the number of collisions in the network.
In [4] [5] and [6] , different techniques for integrating sensor nodes with RFIDs are discussed. The objective of the different integrations is to achieve an ad-hoc network similar to WSNs. The integrated readers collect data from the environment and share the data among themselves. This type of integrated network has similar energy limitations to WSNs because all the nodes have the same properties. In order to save energy in the network, the authors in [4] decreased energy consumption of the network by proposing an on-demand wakeup capability that eliminates idle listening. This approach saves power, but it is a Medium Access Control (MAC) protocol and not a routing protocol.
A hybrid network resulting from the integration of different types of sensing and identification devices may experience problems related to energy imbalance among nodes as a result of:
• Diversity of nodes that make up the network. These nodes dissipate energy differently regardless of their role in the network. Therefore, if the nodes with naturally higher energy dissipation perform high-energy consuming roles, it would lead to a much faster depletion of the battery of some nodes.
• Variation of initial energies among the nodes. This vari- For the past decade, researchers have proposed routing algorithms, such as Low Energy Adaptive Clustering Hierarchy(LEACH) [7] and LEACH-Centralized (LEACH-C) [8] that efficiently increase the lifetime of WSNs. In such networks, nodes dissipate the same amount of energy in sensing if performing the same role. However, as designed, these algorithms consider only the energy used for communication while discounting the energy dissipated to sense the environment. This assumption is no longer applicable to a hybrid network where normal sensor nodes and hybrid nodes may have to play the same role in the network but the hybrid nodes dissipate more energy due to the additional energy needed for the sensing activities and powering the RFID tags. This paper considers a hybrid routing framework referred to as Hybrid RFID Sensor Network (HRSN) where conventional wireless sensor nodes, sensor-tags, hybrid RFID/sensor nodes (HSNs) and a base station are combined to identify objects and sense their environment with the objective of providing different services to different users in a ubiquitous sensing environment. To address the issues raised above, our framework proposes an efficient clustering protocol that distributes energy consumption more evenly among all the nodes of the hybrid network by taking into account their types. Furthermore, our protocol builds upon a centralized model similar to LEACH-C to avoid the computation burden of cluster computation to be put on the hybrid sensor nodes with the expectation of prolonging the lifetime of the hybrid sensor network. Simulation using extension of the NS2 simulator package reveals the efficiency of our protocol compared to LEACH and LEACH-C when routing sensor and RFID readings in a hybrid sensing/identification setting.
The remainder of this paper is organized as follows. In section II the proposed network is described with an analysis of the energy usage in the network. Section III contains a description of the proposed energy efficient routing protocol. In section IV the performance of the proposed routing protocol is compared to that of LEACH and LEACH-C. Section V contains the conclusions.
II. PROPOSED HYBRID NETWORK
The HRSN is an integration scenario that combines conventional wireless sensor nodes, sensor-tags, hybrid sensor nodes (HSN) and a base station (host) into one single smart network.
A. Components of the HRSN network
For the purpose of this research, we define a sensor-tag to be an Ultra High Frequency (UHF) RFID passive tag that has a sensor attached to it. Passive UHF RFIDs already allow tags to be interrogated at a range of up to 10 meters [8] . Due to their passive characteristics, they only have power and sensing capabilities while being interrogated by a reader. However, even while being energized by the reader, they still cannot communicate with each other. An HSN is a combination of an RFID reader and a sensor node in one single node. The resultant device can perform the following functions:
• sense environmental conditions.
• communicate with each other in a wireless fashion.
• read identification numbers from tagged objects or persons • effectively transmit this information to the host or next HSN node.
The HSNs communicate following the principle presented in [6] and [10] , where hybrid nodes communicate in two separate channels. In the HRSN the sensor side of the HSN uses 2.4GHz and the RFID reader side uses the 915MHz frequency. Therefore, transmission on the sensor channel does not affect any on-going communication on the reader channel. The reader channel is used for reader-tag communication whereas the sensor networks channel is used for HSN-HSN communication and HSN to cluster head transmission. We assume that the microcontroller differentiates the different types of data and takes appropriate action based on that. Such actions involve decisions on where to send the received data.
Another important component of the network is the conventional sensor node. The main role of the sensor nodes is to act as relays while providing additional information about the environment. The network has more sensor nodes than HSNs because they perform the high-energy consuming roles of the network, such as being a cluster head. Using sensor nodes to perform such roles balances the energy dissipation in the network, because it allows saving of the power of HSNs, whose functions are very energy consuming.
B. Network Scenario
The HRSN is organized as illustrated in Fig. 1 . The wireless sensor nodes and HSNs are organized into clusters, where a cluster-head is elected. A cluster may or may not contain an HSN. Sensor-tags are located in groups within reading range of an HSN. HSNs that are closer to the base station operate as relays for other HSNs further from the base station. The RFID reader side of the HSNs interrogates the sensor-tags periodically. The sensor nodes are distributed randomly in the network.
C. Energy Analysis of the HRSN network
The role that each node performs in the network has a significant impact on the total energy dissipation. Therefore, in order to assign roles fairly, a good understanding of the energy consumption of the different types of nodes is required. The following subsections provide an analysis of the consumption of the different type of nodes.
1) Overview of the Energy Dissipation:
The total energy dissipated by each node is the sum of the energy dissipated for its functions and its role in the network.
• A sensor node acting as cluster member spends energy on sensing and transmitting data to its cluster head.
• A sensor node acting as cluster head dissipates energy for receiving, processing and transmitting data from its cluster members as well as on relaying data from other cluster heads.
• An HSN acting as cluster member spends energy sensing and transmitting data to its cluster head, in addition to interrogating sensor-tags and relaying data from other HSNs.
• An HSN acting as cluster head spends energy for receiving, processing and transmitting data from its cluster members, as well as on interrogating sensor-tags and relaying data from other HSNs.
2) The Radio Model: Every node in the HRSN contains a radio communication subsystem that consists of transmitter/receiver electronics, antennae and an amplifier. To determine the energy dissipated by these components, this paper follows the radio model discussed in [7] . In which, the transmitting and receiving costs for the transfer of bits of data between two nodes separated by a distance meters are given by Eqn. 1 to 3.
where and and are the energy spend by a node for transmitting and receiving respectively, is the energy needed to run the electronics of the transmitter/receiver and the energy required to amplify the transmitted signal. The value of depends on the transmission distance. Given a threshold transmission distance 0 , the free space propagation model [11] is employed when < 0 and the two-ray ground reflection model [11] when ≥ 0 . Using these two models, the energy required to amplify a signal is given by [7] 
For the simulating model, we considered the same set of parameters used in [7] , that is, = 10 / / 2 and = 0.0013 / / 4 .
3) Energy of HSNs for Sensing Sensor-tags:
HSNs dissipate a significant amount of energy when interrogating the sensor-tags. The total energy dissipated is directly dependent on the density of the sensor-tags within the sensing region, which is assumed to be an ellipse as illustrated in Fig. 1 . The higher the number of sensor-tags to be interrogated the higher the amount of energy dissipation. Let = { 1 , 2 , . . . , } denote the set of sensor-tags in the network and = {ℎ 1 , ℎ 2 , . . . , ℎ } the set of HSNs within reading range of sensor-tags. Then let denote a subset of that represents the set of sensor-tags randomly distributed within the reading area of ℎ . In a given region, the set can only have a maximum of sensor-tags. Each sensor-tag generates bits of data. Assuming that ℎ successfully receives the data from all sensor-tags, then by following the principle in Eqn. 1, the energy consumption of ℎ for interrogating sensor-tags would be
where 0 < , ≤ { 1 , . . . , } is the distance between ℎ and sensor-tag within its reading range and is the propagation loss coefficient with values 2 or 4 depending on the value of as defined in Eqn. 4.
4) Data Aggregation Energy of Cluster Heads:
One of the advantages of organizing the HRSN into clusters is that the amount of data transmitted to the base station can be compressed and correlated. To determine the energy consumption of a cluster head for aggregating data, we follow the principle presented in [12] .
Let denote the total energy dissipated by a cluster head node's digital electronics for aggregating bits of data from cluster members. Then,
This energy is the sum of the energy lost to switch capacitance (
) and the energy lost in current leakage [13] .
is the voltage supply and Δ is the latency for aggregating bits of data from each cluster members. Using the experimental results of [12] and parameters in [7] , then the value of used in this paper is 5 / / .
5) Energy Consumption of the Sensor Nodes:
The sensor nodes of the HRSN can be further divided into cluster-heads and cluster members. The energy dissipated for each role is described in section 1. Using Eqn. 2, 3 and 7 we calculated the total energy dissipated by a sensor node based on its role in the network. The energy dissipated by a sensor node acting as cluster head (CH) of cluster members and also relaying the data of other cluster heads is given by Eqn. 8. Otherwise, if the node is acting as a cluster member (CM), the energy dissipated is the sum of sensing and communication energies. Therefore, a sensor node spends in total:
where:
• is the energy used by a cluster-head while transmitting data to the next cluster head or base station,
• is the energy dissipated for receiving data from the cluster.
• , is the energy used while transmitting data inside the cluster.
• is the energy spent for sensing the environment.
III. PROPOSED ROUTING ALGORITHM
The development of the proposed routing algorithm takes place in four phases: node discovery, cluster formation, neighbourhood discovery and lastly sensing and communication. Each phase is repeated every seconds, which represents a round. Following is a description of each phase.
A. Nodes Discovery
In the first phase each node (HSNs or sensor nodes), advertises its information to the base station. The broadcasted information contains an identification number, the nodes position in the network (i.e. XY position) and the nodes residual energy.
B. Cluster Formation
The second phase of the algorithm is for arranging the network into the most optimized clusters. The process for cluster formation is handled by the base station; that way the nodes spend less energy on processing data and on communicating amongst themselves. The steps that the base station takes are as follows.
1) Computation of Average Residual Energy:
The base station receives all the broadcasted information from all the nodes. Then, it computes the average energy available in the network based on the residual energy information received from each node.
2) Nomination of Candidates for the Cluster Head Election:
After computing the energy, the base station proceeds with the pre-election of cluster heads. Table I shows the algorithm that each node undergoes in order to participate in the election of cluster heads. In lines 3-6, the base station first checks if the current node has energy larger than the networks average residual energy. If this is the case, then the current nodes energy is compared with the following node in the list. If the current node has higher energy than the following node, then it becomes eligible to participate in the cluster head election. The combination of both conditions enhances the probability of only qualifying the nodes with the highest energy in the network.
In lines 8-9 the base station checks if the nodes ID belongs to an HSN, if so then it disqualifies the node from participating in the election of cluster heads. We assume that the base station knows which nodes are HSNs.
In lines 12-15 the base station checks if f the nodes meeting all the previous requirements are less than the predetermined number of cluster heads. If there are less, then the base station re-examines each node in the network and it selects any node whose energy is greater than the average. 
3) Election of Cluster Heads and Cluster Formation:
Once the base station determines all nodes with highest energy, eligible to participate in the election process, it checks for the position of each pre-elected cluster head. In order to spread cluster heads around the network, the base station uses the position of each pre-elected cluster head and their current energy to implement an optimization algorithm that determines the best cluster heads and clusters that minimizes the cost function, as defined by [13] :
where 1 is the maximum average distance of non-eligible nodes to their associated cluster heads, and is the number of nodes that belong to cluster for ∈ {1, 2, . . . , }. Function 2 is the ratio of total initial energy of all nodes in the network over the total residual energy of the temporary elected cluster heads in the current round of iterations. The constant is used for weighing the contribution of each of the functions.
Using the functions described above, the base station evaluates the fitness of each individual , such that will only be assigned to cluster head if ( , ) is the minimum distance compared to all the other cluster heads.
This process aims to simultaneously minimize the intracluster distances between cluster members and cluster heads, as quantified by 1 , while optimizing the energy efficiency of the network, as quantified by 2 .
4) Assignment of Transmission Slots:
Once the most optimized clusters have been formed, the base station creates Time Division Multiple Access (TDMA) schedules to assign transmission slots to each node within a cluster as well as Code Division Multiple Access (CDMA). The CDMA is for avoiding interference between cluster heads.
5) Inform Nodes About Clusters Organization:
In the last step, the base station broadcasts a message containing the cluster head ID for each node with their respective TDMA slots. If a nodes cluster head ID matches its own ID, the node becomes aware of its role of cluster head.
C. Neighbourhood discovery
This phase is for setting the routing path for CH-to-CH multi-hopping as well as HSN-to-HSN multi-hopping. The cluster-heads create chains with the following steps.
1)
Step 1: Each cluster head selects the minimal value from the distances between itself and other cluster heads including the base station. To locate the closest neighbour cluster head, all of them broadcast their signal. Then, each cluster head estimates the closest neighbour based on the strongest received signal.
2)
Step 2: Each cluster-head records the IDs of its pre-hop node and next-hop node. The HSNs follow the same process for setting their routing path.
D. Sensing & Communication
For simplicity, this paper assumes that all sensors are sensing the environment at a fixed rate and have data to send periodically. Each cluster-member transmits data to its clusterhead node only during its own allocated time slot. After a cluster member transmits its data, the node moves to a sleep state until its next transmission slot. When all the data has been received, the cluster-head node aggregates it and forwards it to its next hop. The aggregated data from a given cluster head undergoes further processing as it hops along the CH-to-CH path. The HSNs periodically interrogate sensor-tags within their reading range using the 915MHz channel, while using the 2.4GHz channel for intra-cluster communication. Once the RFID reader part of the node collects the information data from its sensor-tags, it routes the data to the next hop along the HSN-to-HSN path.
IV. PERFORMANCE EVALUATION
In order to assess the performance of the proposed routing algorithm (HRSN protocol), we simulated the algorithm using Network Simulator version 2 (NS2) as the main simulation platform. Fig. 1 illustrates the conceptual scenario used for simulating the routing protocol. The network is made of 90 sensor nodes and 10 HSNs randomly distributed in a 100 m × 100 m area. The sensor nodes have an initial energy of 2J and HSNs an initial energy of 3.5J. The simulated network assumed 20 bytes of data to be transmitted periodically as sensor-tags data by HSNs far from the base station. This implies 2 bytes per sensor-tag, 1 byte representing tag ID and 1 byte for the sensed data of the tag. We assume 50% of all HSNs are within reading range of 10 sensor-tags each. The 50% HSNs correspond to those that are furthest from the base station. The performance of the HRSN algorithm was compared to LEACH and LEACH-C protocols. The performance metrics used in the simulation are energy dissipation, nodes lifetime and HSNs life span.
In the first experiment, we simulated 28 different HRSN topologies within the area of 100 m × 100 m. The base station is located at (50, 215) m coordinates from the network area. The plotted results are the average of the different performance metrics for all 28 topologies. Fig. 2 illustrates the performance in terms of the total residual energy in the network. The results demonstrate that the HRSN protocol outperforms LEACH and LEACH-C in terms of energy management. For example, 120 seconds after running the simulation, the total energy left in the network for the HRSN protocol is approximately 40% more than LEACH-C and 100% more than LEACH, whose energy in the network is almost exhausted at that point. The better management of energy is as a result of a more suitable cluster head election process.
The HRSN combines nodes with different sensing properties. Therefore, depending on the role that each of them performs in the network at a given time, the overall energy dissipated at that particular time in the network is affected. To analyze the behavior of the network at particular times, we monitor the total energy spent every 10 seconds. dissipation of the network better than LEACH and LEACH-C protocols. Initially, all protocols have more energy and all nodes are alive so the total energy dissipation is higher at the beginning. However, as the simulation progresses and nodes exhaust their power, less energy is available for dissipation. For example, after 80 seconds of simulation time LEACH-C has less energy available and as a result dissipates less energy than the HRSN protocol. In the case of LEACH, the variation of energy is due to the change in number of cluster heads, which in some rounds is much higher than the predetermined amount. The amount of energy left in the network is not a direct indication of the number of nodes alive because of the different energy properties of the nodes. Therefore, in Fig. 4 the performance of the three routing protocols is evaluated in terms of number of nodes alive in the network. The results demonstrate that the HRSN protocol once again outperforms LEACH and LEACH-C. The plotted results for the HRSN protocol show an average of 60% and 70% more nodes alive than LEACH-C and LEACH respectively. This is due to the multi-hopping communication incorporated in the HRSN protocol, as well as a uniform spreading of cluster heads around the network. Whereas, in LEACH and LEACH-C protocols, cluster heads communicate directly to the base station. In the last experiment, we evaluate the performance of the three routing protocols as the size of the HRSN area increases. For each network size the base station remains at least 100 meters away from the closest node. In this experiment we simulated 28 different topologies for each network size. The plotted graphs are the average of all 28 topologies from each network size, which in total represents 280 network topologies. Fig. 6 shows the average number of HSNs alive after 70 seconds. The results obtained show that at that time all HSNs remain alive in the network even as the network size increases. In the case of LEACH the number of HSNs alive decreases as the size of the network increases. This is because the cluster head election process of LEACH involves all nodes communicating with each other. Consequently, the longer transmission ranges together with all the messages to process affect the nodes, which in this case are the HSNs. The number of HSNs alive in LEACH-C is not really influenced by the network size. The poorer performance is mainly because of the priority given to HSNs to become cluster heads. Fig. 7 compares the performance of the three protocols in terms of energy dissipation as a function of network size. To evaluate their performance the plot illustrates the amount of energy dissipated 70 seconds after the start of the simulation. In all three protocols the energy dissipated around the network increases as the network size increase. However, the HRSN protocol achieves the lowest dissipation for all the different V. CONCLUSION This research proposed a hybrid framework for integrating the RFID and sensor technologies in hybrid networks aiming at identifying objects and sensing their environments to provide services to different users in ubiquitous sensing environments. Building upon the integration of conventional wireless sensor nodes, sensor-tags, hybrid RFID/sensor nodes (HSNs) and a base station into the same networking environment, we propose a new type of routing protocol referred to as HRSN, which uses a centralized-based routing algorithm to solve the energy imbalance arising in hybrid sensing/identification networks. This is achieved by having the base station select cluster heads based on their sensing energy properties, residual energy and position in the network. Using simulation based on extensions of the NS2 simulator, the efficiency of the HRSN protocol was evaluated and compared to LEACH and LEACH-C, two of the most widely known clustering based protocols for WSNs. The different simulation results revealed that, the HRSN protocol achieves the best energy management, higher network lifetime and longest HSNs life span as a result of a better load balancing model implemented by the protocol resulting from multi-hopping routing and a better spreading of cluster heads around the network.
